Securing IT: the Dutch ministries and their TIP status (Trusted Internal Party).
1.. Background

The Dutch ministries are characterized by the fact that, until each ministry within  Dutch central government is able to retain its own character. This is slowly changing with IT. Currently there are shared services for the financial, personnel systems and for the office systems. There is a standard government work place. Currently moves are made towards central government cloud services. All two hundred computer centers will be moved to this government cloud community clouds. Also in the area of security progress towards standardisation has been made.

The Dutch central government can organize its security of IT facilities as follows:
· on the level of the ministries a general IT security policy is established;

· realization of the general IT security policy takes place per ministry or independent part
of a ministry. 

· each ministry or independent part can choose for the status of Trusted Internal Party (TIP) on the network of the ministries or for a non-TIP status. In the last case, the ministry or their independent part is connected to the ministry network via a firewall.

Ministries or their independent parts are allocated the TIP status if they comply with an adequate implementation of the ISO 27001 standard and if an audit has been done by the EDP audit board or an acknowledged external EDP auditor on possibly present external connections. This audit should result in a certification, which proves that there is a sufficient level of security of IT facilities.
2. Minimum level of security

Within the Dutch ministries the security is minimally on the level of platform 2 of the Code for Information security (ISO27001). If one reaches this level, one does comply with the basic requirements that are the same for all ministries. At implementation of the code, each ministry unit and each independent part of a ministry  decides through self-assessment its position with regard to the code. This self-assessment is called ‘gap’ analysis within the Dutch ministries. Next, if necessary, projects are started for closing the gap between the desired level and the current level of security of IT facilities. As soon as, in the opinion of the secretary general of a ministry or an independent part of a ministry,  the desired level is reached, certification is applied for.

For this certification, the quality of the implementation of the code is audited by the central Government EDP Audit Pool of the Dutch ministries or by an acknowledged external agency. This audit can result in a certification of conformity with ISO 27001 and therefore to a TIP status.

The management of the level of security of IT facilities and further improvements in this field as a result of developments in the general Dutch ministries policy, is done by the ministries and their independent parts. These each have an in-house organization unit, that takes care of the local implementation of the general  Dutch ministries policy and the management of the present facilities. Each ministry and each independent part of a ministry has in general an IT governance board, that advises top management about topics of information and IT security. 

This board advises whether one wants a TIP or a non-TIP status, about the in-house operational security policy and about its implementation. The security policy of a ministry or an independent part of a ministry is yearly reviewed by the central Government EDP Audit Pool. This board is situated at the ministry of Finance and operates for the whole of Dutch central government.

Questions

1. Explain how the organization of the information security at the Dutch ministries is put together.

2. Explain why ministries or their independent parts would choose for a non-TIP status.

3. How works such a certification process, when complying with ISO 27001, for a ministry or an independent unit that has contact with companies and individual citizens via all thinkable channels? Explain your answer. 
